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Agenda

• Statistics
• What is a phising e-mail?
• Seven ways to detect a phishing e-mail
• Phishing e-mail examples
• What if it all checks out
• The phishing attack case from earlier
• What to do if you clicked or downloaded content fron a 

phishing e-mail?



Who am I?

Daniel Ellebæk

Worked actively with Cyber 
Secyrity since 2014

Started working 
@Cphbusiness Lyngby august 

2020



Statistics



Global spam volume as percentage of 
total e-mail traffic from 2007 to 2019
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Phishing facts from 2020-2021

Less common

Credential Phising

More common

Key loggers 70%+ of all 
attacks

Last year
74% of all attacks was 
stealing usernames and 
passwords



Most targeted industry sectors 2020+



Knowledge of phishing terms varies 
among generations



What is a phishing e-mail?



—What is a phishing e-mail

Phishing attacks use social engineering in e-mails and 

messages to persuade people to hand over 

information such as passwords or financial

information, or to get them to perform certain tasks 

such as downloading malware or completing a wire 

transfer.



Seven ways to detect a phishing e-mail



—Method #1

Legit companies don´t request your sensitive information via email.



—Method #2

Legit companies usually call you by your name.



—Method #3

Legit companies have domain emails.



—Method #4

Legit companies know how to spell



—Method #5

Legit companies don’t force you to their website (e.g., e-mail is a giant hyperlink)



—Method #6

Legit companies don’t send unsolicited attachments (e.g., not expected attachments)



—Method #7

Legit company links match legitimate URLs



Phishing e-mail examples

















what if all checks out…
how can I verify weather it’s a 

phishing e-mail or not…?



—Common sense

If can be really difficult.

Always ask yourself: 

• Do this look correct?

• Did you expect this e-mail?

If you have no suspicion that it’s a phishing mail its probably not.

Open it.



The case that happened not too long 
ago…



It can be this real…

• Bob received an e-mail from a woman he never knew with some content 

that needed to be opened.

• Bob then write back to that woman from a totally new email and asks if 

the content sent to him is legit?

• Bob really fast gets a response with the answer “yes, it is for you”.

• Bob then opened the content and moments later a large number of e-

mails is sent out to the whole organization.

The woman's e-mail was compromised. Even if you can get a response back 

many people would say “its safe now, I can trust the content” because I got 

told to trust it.

People are eager to trust others. 



What can happen if you click a link in 
a phishing email or open attached 

content?



Clicked a link or open attached content
• [link] Coding that uniquely identifies you. That you read your email and clicked a link. A better 

scammer then might try and trick you even further. You will then be a higher profile target. Sell your 

e-mail to a good price. At best you will get more spam.

• [Open attached content] Might directly try to compromise your computer. Though many 

attachment do contain links to avoid your spam filter and/or virus scanner.

• [link] might infect your computer or browser with malware.

• [link] or [Open attached content] Ransomware (your files locked until you pay)

• [link] or [Open attached content] Trojans (your computer wide open for data theft etc.)

• [link] or [Open attached content] Bots (enslave your computer to work for the scammers)

And a lot more…



What to do if you clicked or 
downloaded content from a 

phishing e-mail?



If you clicked a phishing e-mail

Change 
password

Change your
passwords

● The compromised
● If you can do it from 

another device than
the compromised

Run virus 
scanners 

(offline)

Turn off your internet

● Run scanners

Tell the IT 
department

Inform the IT 
department that you
been compromised

● Do it from your 
phone at best

* * *
In some cases, you might need to get your machine re-installed



If you downloaded content

Run virus 
scanners 

(offline)

Backup - but to a USB 
or external drive

● Run scanner on the 
device later

Change 
password & 

change all 
passwords

● The compromised
● Reinstall PC (safest)

Tell the IT 
department

Inform the IT 
department that you
been compromised

● Do it from your 
phone at best

* * *
In some cases, you might need to get your machine re-installed



Recommendations in generel



Recommendations

• Use MFA (multi factor authentication) to your e-mail account (if possible)

• When you receive an e-mail with a link that you are not sure about…. 

Delete it

• Choose a password that is 16 characters or more long. Focus on length 

over complexity.



Thanks for listening



Sources

https://docs.apwg.org/reports/apwg_trends_report_q3_2020.pdf
https://www.statista.com/
https://www.youtube.com/watch?v=gqhPkeXMeh0

https://docs.apwg.org/reports/apwg_trends_report_q3_2020.pdf
https://www.statista.com/


Online Phishing Test

https://www.phishingbox.com/phishing-test



Online password strength

https://www.security.org/how-secure-is-my-password/



List of free scanners

https://www.antivirussoftwareguide.com/free-virus-scan

https://www.antivirussoftwareguide.com/free-virus-scan

